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IRUJHU\RUDQ\PDOLFLRXVYHKLFOHZKLFKZHUHVHQWE\RWKHUYHKLFOH
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)LJ9$1(7$UFKLWHFWXUH>@
7KLVPD\EHYHU\DGYDQWDJHRXVIRUWKHPDOLFLRXVYHKLFOHZKLOHSUHVHUYHLWVDPELJXRXVFKDUDFWHU$OVRWKHPHVVDJHZKLFKZDV
JHQHUDWHG LQLWLDOO\ IURP WKH VDIHQRGHEURXJKW VRPHKDUPIXO LQIRUPDWLRQ LQVLGH LL ,I YHKLFOHGLGQ¶W JHW DXWKHQWLFDWLRQ   WKH
VWUHQJWKRIDYHKLFOHPD\EHFRSLHGZLWKRXWDXWKRUL]DWLRQWRRWKHUYHKLFOHIRUVSHHGOLPLWV)RUEHWWHUFRQGLWLRQVZKLOHGULYLQJD
PDOLFLRXVYHKLFOHUHSRUWHGZLWKIDNHLGHQWLW\RIWKHH[LVWLQJXVHUDFFRUGLQJWRFLUFXPVWDQFHV$FFRUGLQJWRDOOSUHYLRXVVWXGLHVLW
LVYHU\FOHDUWKDWWKHPDMRUUHTXLUHPHQWVRIWKH9$1(7VDUHPHVVDJHLQWHJULW\DXWKHQWLFDWLRQDQGQRQUHSXGLDWLRQ6RIRUWKDW
VHFXULW\ SURWRFRO PHWKRGRORJLHV WKDW DUH FDSDEOH WR UHFRJQL]H DOO WKHVH XQZDQWHG DFWLYLWLHV DQG SUHYHQW IURP GDWD IUDXG 	
PDOLFLRXVDFWLYLWLHV:LWKWKHVHVHFXULW\LVVXHVSULYDF\LVDQRWKHUHVVHQWLDOLVVXHLQ9$1(7VWKDWFDQ
WEHRYHUORRNHG

$FFRUGLQJWR,(((VWDQGDUG9$1(7VV\VWHPVZRUNRQ&5/VWKDWLVFHUWLILFDWHUHYRFDWLRQOLVWVDQGVKRUWOLIHWLPHFHUWLILFDWHV
,QVXFKFDVHVIRUWKHUHSXGLDWLRQRIWKHYHKLFOHVWKH&5/KDVWREHH[SUHVVHGE\&$DQGVKRZQE\568V7KHV\VWHPVL]HRI
9HKLFXODU $GKRF QHWZRUN LV UHTXLUHG WR VXEVWDQWLDO +HQFHIRUWK WKH DSSURSULDWLRQ RI &5/V LV LQFOLQHG WR KLJK GHIHU ,Q
DGGLWLRQ EULQJLQJ WRJHWKHU WKH UHQRXQFHPHQW FKRLFH WR WKH&HUWLILFDWLRQ$XWKRULW\ UHQGHUV WKH\ KDYH WR EH D ERWWOHQHFN DQG
DGGLWLRQDOO\ IRU UHPRYLQJ WKH GLVDSSRLQWPHQW IDFWRU:KDW
VPRUH DPLG WKH HDUO\ DUUDQJHPHQW RI9HKLFXODU QHWZRUNV WKLV LV
QRUPDOWKDW568VDUHQRWFRQVLVWHQWO\FLUFXODWHGLQV\VWHP+HQFHIRUWK&5/LVFHUWDLQO\QRWILWWLQJIRUWKHDSSOLFDWLRQVZKLFK
UHTXLUHIDVWUHYRFDWLRQRI WKHPLVEHKDYLQJRIYHKLFOHV'HQLDOFDQ OLNHZLVHEHDFFRPSOLVKHGE\GHSHQGLQJRQFHUWLILFDWHVZLWK
VKRUWOLIHWLPHVZKHUHDWHVWDPHQWLVQDWXUDOO\GHQLHGDIWHULWVOLIHWLPHWHUPLQDWHV,Q9$1(7VHYHU\YHKLFOHSHUIRUPVOLIHFULWLFDO
DFWLYLWLHV LQOLJKWRI WKHUHFHLYHGPHVVDJHVIURPLWVQHLJKERULQJYHKLFOHV&RQVHTXHQWO\9$1(7VFDQ
WH[FOXVLYHO\GHSHQGRQ
WKH VKRUWOLIHWLPH WHVWDPHQWV DV DPDOLFLRXV YHKLFOH FDQ KXUW GLIIHUHQW YHKLFOHV XQWLO LWV FHUWLILFDWH OLIHWLPH WHUPLQDWHV )RU D
XVHIXOUHSXGLDWLRQWHFKQLTXHLWLVREOLJHGWKDWWKHGLVDYRZDORIPLVFKLHYRXVO\DFWLQJYHKLFOHVRXJKWWRRFFXUDVTXLFNDVZRXOG
EHSUXGHQWWRNHHSWKHVHYHKLFOHVIURPKDPSHULQJWKHZHOOEHLQJRIGLIIHUHQWYHKLFOHV
6HFXULW\LQ9$1(7V
6HFXULW\LVDFULWLFDOLVVXHIRUDGKRFQHWZRUNVSDUWLFXODUO\IRUVHFXULW\WRXFK\DSSOLFDWLRQV7RJXDUDQWHHDGKRFQHWZRUNVRQH
KDVWRFRQVLGHU WKHDFFRPSDQ\LQJDWWULEXWHVFULWHULD WRJDXJHVHFXULW\ZKLFKLQFRUSRUDWHVDYDLODELOLW\FRQILGHQWLDOLW\ LQWHJULW\
DXWKHQWLFDWLRQ DQG QRQUHSXGLDWLRQ $ VHFXULW\ IUDPHZRUN IRU VDIHW\ PHVVDJLQJ LQ D 9$1(7 RXJKW WR IXOILOO WKH IROORZLQJ
SUHUHTXLVLWHV>@

Authentication:9HKLFOHUHVSRQVHVWRRFFDVLRQVRXJKWWREHLQYLHZRIWUXHEOXHPHVVDJHVLHSURGXFHGE\JHQXLQHOHJLWLPDWH
VHQGHUV&RQVHTXHQWO\ZHKDYHWRYDOLGDWHWKHVHQGHUVRIWKHVHPHVVDJHV
Verification of information consistency: 7KH DXWKHQWLFLW\ RI PHVVDJHV OLNHZLVH HQYHORSV WKHLU FRQVLVWHQF\ ZLWK VLPLODU RQHV
WKRVHSURGXFHGLQFORVHVSDFHDQGWLPHEHFDXVHWKHVHQGHUFDQEHWUXHEOXHZKLOHWKHPHVVDJHFRQWDLQVIDOVHLQIRUPDWLRQ
Availability:(YHQH[SHFWLQJDKHDUW\FRUUHVSRQGHQFHFKDQQHODIHZDVVDXOWVHJ'R6E\VWLFNLQJFDQFXWGRZQWKHV\VWHP,Q
WKLVPDQQHUDFFHVVLELOLW\RXJKWWREHDGGLWLRQDOO\XSKHOGE\RSWLRQLPSOLHV
Non-repudiation:'ULYHUVEULQJLQJDERXWPLVKDSVRXJKW WREHGHSHQGDEO\ UHFRJQL]HGDVHQGHURXJKWQRWKDYH WKHFDSDFLW\ WR
GHQ\WKHWUDQVPLVVLRQRIDPHVVDJH
High Mobility:9$1(7LVVDPHDVWKHZLUHGV\VWHPQRGHRQWKHEDVLVFRPSXWDWLRQDOFDSDFLW\DQGYLWDOLW\VXSSO\VWLOOWKHKLJK
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EavesdroppingLVWKHPRVWXQPLVWDNDEOHDVVDXOWRYHU9$1(7VDJDLQVWFRQILGHQWLDOLW\7RSHUIRUPLWDWWDFNHUVFDQEHVLWXDWHGLQ
DYHKLFOHRULQDIDOVH5687KHLUREMHFWLYHLVWRLOOLFLWO\EHFRPHDFTXDLQWHGZLWKSHUVRQDOLQIRUPDWLRQ$VSULYDF\LVUHTXLUHGIRU
FRPPXQLFDWLQJV\VWHPVRXJKWWREHEXLOWXSWRHQVXUHVXFKVLWXDWLRQV

2.2 Attackers 
                   Selfish Driver:7KHJHQHUDOWKRXJKWIRUWUXVWLQ9HKLFXODU1HWZRUNLVWKDWDOOYHKLFOHVPXVWEHWUXVWHGDWILUVWWKHVH
YHKLFOHVDUHWUXVWHGWRWDNHDIWHUWKHSURWRFROVLQGLFDWHGE\WKHDSSOLFDWLRQDIHZGULYHUVDWWHPSWWRDPSOLI\WKHLUEHQHILWIURPWKH
V\VWHPE\H[SORLWLQJ WKH V\VWHPDVVHWVXQODZIXOO\$6HOILVK'ULYHUFDQ WHOO GLIIHUHQWYHKLFOHV WKDW WKHUH LV FRQJHVWLRQ LQ WKH
VWUHHWVRWKH\PXVWSLFNDVXEVWLWXWHURXWHVRWKHVWUHHWZLOOEHFOHDUIRULW6HHILJXUH


)LJXUH6HOILVK'ULYHU>@
Malicious Attacker: 7KLV VRUW RI DWWDFNHU WULHV WR EULQJ DERXW KDUP E\PHDQV RI WKH DSSOLFDWLRQV DFFHVVLEOH RQ WKH YHKLFXODU
V\VWHP0RVWO\ WKHVH DJJUHVVRUVZLOO KDYH SDUWLFXODU WDUJHWV DOVR WKH\ZLOO KDYH DGPLWWDQFH WR WKH DVVHWV RI WKH V\VWHP )RU
RFFXUUHQFHDWHUURULVWFDQLVVXHDGHFHOHUDWLRQFDXWLRQLQJWRPDNHWKHVWUHHWFRQJHVWHGEHIRUHH[SORGLQJDERPE
Pranksters: ,QFRUSRUDWHH[KDXVWHGLQGLYLGXDOVSURELQJIRUYXOQHUDELOLWLHVDQGKDFNHUV WU\LQJWRDFKLHYHSRSXODULW\E\PHDQVRI
WKHLUKDUP7RH[HPSOLI\DSUDQNVWHUFDQSHUVXDGHRQHYHKLFOHWRGHFUHDVHVSHHGDQGDGYLVHWKHYHKLFOHEHKLQGLWWRLPSURYHWKH
VSHHG
'LIIHUHQW6HFXULW\7HFKQLTXHVIRU9$1(7V
7KHDXWKRUSURSRVHG WKHPXWXDONH\PDQDJHPHQWPHWKRG WKDWKDVGLIIHUHQWEHQHILWVRYHU WKHGLVWULEXWHGNH\PDQDJHPHQW
IUDPHZRUN,QWKLVV\VWHP568LVQRWGHSHQGDEOHRQWKHJURXQGVWKDWWKHNH\LVVKDUHGDPRQJWKHPZKHQDYHKLFOHDSSURDFKHV
DQRWKHUYHKLFOH,W
VJHWWLQJDVVRFLDWHGZLWKWKHYHKLFOHQDWXUDOO\ZLWKRXWWKHDVVLVWDQFHRI5687KRXJKPHVVDJHLVVHQGVWDUWLQJ
ZLWKRQHYHKLFOH WKHQRQWR WKHQH[WYHKLFOHQHHGV WKHDVVLVWDQFHRI5687KHFHQWUDOL]HGVHUYHU LVQRWQHHGHGDV WKHNH\VDUH
VKDUHG JURXS DXWKHQWLFDWLRQ LV QRW QHHGHG IRU H[FKDQJLQJ WKH GDWD RQ WKH JURXQGV WKDW WKH NH\ LWVHOI VKDUHG WKH GDWD ,Q WKLV
V\VWHP WKHUH LV QR QHHG IRU DGGLWLRQDO FRQYHQWLRQ IRU WKH DXWKHQWLFDWLRQ EH\RQG WKH UHDFK EHFDXVH HDFK SDUWLFLSDWLQJ NH\ LV
RIIHUHGJLYHQSULRULW\PHVVDJHDXWKHQWLFDWLRQ
,QWKLVSDSHUHIILFLHQWFRQGLWLRQDOSULYDF\SUHVHUYDWLRQ(&33FRQYHQWLRQLVSUHVHQWHGLQ9$1(7VWRDGGUHVVWKHLVVXHRQ
XQNQRZQYHULILFDWLRQIRUZHOOEHLQJPHVVDJHVZLWKSRZHUWUDFHDELOLW\7KHSURSRVHGSURWRFROLVSRUWUD\HGE\WKHJHQHUDWLRQRI
RQWKHIO\ EULHI WLPH XQNQRZQ NH\V EHWZHHQ 2Q%RDUG 8QLWV 2%8V DQG 5RDGVLGH 8QLWV 568V ZKLFK FDQ JLYH TXLFN
DQRQ\PRXVDXWKHQWLFDWLRQDQGSULYDF\WUDFNLQJZKLOHUHGXFLQJWKHREOLJHGVWRUDJHIRUVKRUWWLPHDQRQ\PRXVNH\V7KHEHQHILWV
SLFNHGXSE\WKHSURSRVHGFRQYHQWLRQWKURXJKEURDGH[DPLQDWLRQDUHH[KLELWHGLQWKLVSDSHUVYSU9HKLFXODU$G+RF1HWZRUN
9$1(7FDQRIIHUGLIIHUHQWVHUYLFHVDQGDGYDQWDJHVWR9$1(7FOLHQWVDQGDFFRUGLQJO\GHVHUYHVGHSOR\PHQWHIIRUW$EXVLQJ
VXFK V\VWHP FRXOG FDXVH GDPDJLQJ RXWFRPHV ,W LV FRQVHTXHQWO\ LPSRUWDQW WR GLVFRXUDJH PLVEHKDYLRU DQG VKLHOG 9$1(7
IUDPHZRUNV DJDLQVW LW NHHSLQJ LQPLQG WKHHQGJRDO WRJXDUDQWHH ULJKW DQG VPRRWKRSHUDWLRQVRI WKH V\VWHP ,Q WKLV SDSHU D
GHIHQVHSURFHGXUHLVSURSRVHGWRKDQGOHWURXEOHPDNLQJLQ9$1(7VEURXJKWRQE\HLWKHUIDLOLQJKDUGZDUHRULQWHQWLRQDODWWDFNV
,W FDQ EH XWLOL]HG DV D SDUW RI ERWK EHWZHHQ YHKLFOH DQG YHKLFOHWREDVH LQWHUFKDQJHV ZKHUH FOLHQW VHFXULW\ LV H[FHSWLRQDOO\
QHFHVVDU\ KRZHYHU UHVXOWV LQPRUH FRPSOLFDWLRQV WR WKH GHIHQVH %\ XWLOL]LQJPLVEHKDYLRXU GHIHQFH WHFKQLTXH FOLHQWV RI WKH
IUDPHZRUNFDQVWRSPLVEHKDYLRXUZKLOHVWRSSLQJLQIUHTXHQWRUXQH[SHFWHGPLVEHKDYLRXU
7KHDXWKRULQKDVSURSRVHGFRPSXWHUHDOWLPHURDGWUDIILFWKURXJK9631SURWRFRO,QWKLVIUDPHZRUNLWXWLOL]HV5RDGVLGH
XQLW 568 DQG7UXVWHG$XWKRULW\ 7$ DQGRQERDUGXQLW WR JLYHRQJRLQJ VWUHHW DFWLYLW\ ,Q WKLV IUDPHZRUN2%8FRQVWDQWO\
FRPPXQLFDWHV ZLWK 568 DQG 7$ 2%8 DVN IRU WKH URXWH WR 568 568 FKHFN ZKHWKHU GHVWLQDWLRQ LV LQ LWV UDQJH RU QRW
IXUWKHUPRUHVDPHWLPHFKHFNWUDIILFLQWKDWDUHD,QWKHHYHQWWKDWGHVWLQDWLRQLVQRWLQFXUUHQW568UDQJHWKHQLWIRUZDUGVURXWH
PHVVDJHWRDOOFORVHE\5687KLVSURWRFROJLYHVVHFXULW\IURPPHVVDJHLQWHJUDWLRQDQGYDOLGDWLRQ,GHQWLW\SULYDF\SURWHFWLQJ
WUDFHDELOLW\DQGSULYDF\,WXWLOL]HVELOLQHDUPDSSLQJWRJXLGHVHFUHWNH\WRRSHQNH\PDSSLQJDQGXVHV%RQHK±/\QQ±6KDFKDP
%/6PDUNSODQWRJLYHVHFXULW\IURPPHVVDJHIRUJLQJ
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%XU\ KXE0RELOLW\ &RUUHODWLRQ IRU *URXS 'HWHFWLRQ DQG ,QYHVWLJDWLRQ LQ 9$1(7 KDV SURSRVHG YHUVDWLOLW\ UHODWLRQVKLS
DPRQJ WKH PRYLQJ YHKLFOH ,Q 9$1(7 QHWZRUN GHYLFHV FRUUHVSRQG ZLWK 568 XQLW WKURXJK UHPRWH V\VWHPZKLFK UHVXOWV LQ
DVVRFLDWLRQDQGGLVHQJDJHPHQWRIFRUUHVSRQGHQFHFRQQHFWLRQDQGJURXSLQJDQGVFDWWHULQJRIQRGHVZKLFKLQFUHGLEO\LQIOXHQFH
WKHV\VWHPH[HFXWLRQ$OVRWKH\VWUXFWXUHDJDWKHULQJRIYHKLFOHZKLFKKDYHFRPSDUDWLYHH[DPSOHRIGHYHORSPHQW
9HKLFXODU6HFXULW\WKURXJK5HSXWDWLRQDQG3ODXVLELOLW\&KHFNVXVHVFOLHQW
VQRWRULHW\DQGFUHGLELOLW\WRSHUIRUPVHFXULW\LQ
WKH 9$1(7 V\VWHP 7KLV V\VWHP JLYHV VHFXULW\ DJDLQVW GDWD PRGLILFDWLRQ ZURQJ RFFDVLRQ DQG LQIRUPDWLRQ FROOHFWLRQ DQG
LQIRUPDWLRQIDOOLQJ,QWKLVSURWRFROGHIHFWLYHKXEVUHFRJQL]HDQGH[SHOLWIURPWKHV\VWHP7KLVDOJRULWKPLVFKLHIO\IRFXVHGRQ
GDWDZKLFKLVH[FKDQJHGRQWKHV\VWHP,WPLJKWEHVLQJOHERXQFHRUPXOWLKRSV\VWHP(IIHFWLYH&RQGLWLRQDO3ULYDF\3UHVHUYDWLRQ
&RQYHQWLRQ ,V D SURSRVHG IUDPHZRUN WKDW JLYHV WZR VROXWLRQV RQ DQRQ\PRXV DXWKHQWLFDWLRQ IRU VDIHW\ PHVVDJHV ZLWK
WUDFHDELOLW\ RI QRGH WKDW VWDUWHG WKH PHVVDJH 7KH EXLOGLQJ GHVLJQ LQ WKLV WHFKQLTXH FRQWDLQV 7UXVWHG $XWKRULW\ >7$@ RU WKH
IXQGDPHQWDOVHUYHUZKLFKFRQWLQXDOO\FRUUHVSRQGZLWK5RDG6LGH8QLW>568@568ZKLFKFDQFRPPXQLFDWHZLWKRQERDUG8QLW
>2%8@WRGLUHFWDUHDRIWKHPHVVDJH7KH2%8VDUHFRQWLQXDOO\FRPPXQLFDWLQJZLWKWKHUXQQLQJYHKLFOHVDQGWHOHFDVWJHQXLQH
PRYHPHQWGDWDWRWKHPVHOYHVIXUWKHUPRUHRWKHUSHRSOHZKRGHPDQGWKHNH\
,QGLYHUVHJURXSVDUHIUDPHGGHYHORSLQJWKHLUJHRORJLFDODUHDDQGJURXSVIRUZDUGPHVVDJHVWRRQHDQRWKHU,QWKLVVWUDWHJ\
JURXSOHDGHULVFKRVHQKDSKD]DUGO\DQGYLDJURXSLQJOHDGHUPHVVDJHVDUHSDVVHG,QWKLVEDUULQJWKHRIJURXSOHDGHUDOOQRGHVDUH
VDIHIURPRXWVLGHDWWDFNVMXVWJURXSOHDGHU
VVHFXULW\LVLQULVN
&RPSDULVRQRI'LIIHUHQW7HFKQLTXHV
61R 3DSHU 7HFKQLTXHSURSRVHG $GYDQWDJHV


3HUIRUPDQFH 0RGHOLQJ RI
6DIHW\ 0HVVDJHV %URDGFDVW
LQ 9HKLFXODU $G +RF
1HWZRUNV


7KH DXWKRU SURSRVHG WKH PXWXDO NH\
PDQDJHPHQW PHWKRG WKDW KDV GLIIHUHQW
EHQHILWV RYHU WKH GLVWULEXWHG NH\
PDQDJHPHQWIUDPHZRUN
7KHFHQWUDOL]HGVHUYHULVQRWQHHGHGDVWKH
NH\VDUHVKDUHGJURXSDXWKHQWLFDWLRQLVQRW
QHHGHG IRU H[FKDQJLQJ WKH GDWD RQ WKH
JURXQGV WKDW WKHNH\ LWVHOI VKDUHG WKHGDWD
,Q WKLV IUDPHZRUN WKHUH LV QR QHHG IRU
DGGLWLRQDOFRQYHQWLRQIRUWKHDXWKHQWLFDWLRQ
EH\RQGWKHUHDFKEHFDXVHHDFKSDUWLFLSDWLQJ
NH\ LV RIIHUHG JLYHQ SULRULW\ PHVVDJH
DXWKHQWLFDWLRQ



$GHIHQFHWHFKQLTXHDJDLQVW
PLVEHKDYLRXU LQ 9$1(7V
EDVHG RQ 7KUHVKROG
$XWKHQWLFDWLRQ
$ GHIHQFH SURFHGXUH LV SURSRVHG WR
KDQGOH WURXEOH PDNLQJ LQ 9$1(7V
EURXJKWRQE\HLWKHUIDLOLQJKDUGZDUHRU
LQWHQWLRQDODWWDFNV
,WFDQEHXWLOL]HGDVDSDUWRIERWKEHWZHHQ
YHKLFOH DQG YHKLFOHWREDVH LQWHUFKDQJHV
ZKHUH FOLHQW VHFXULW\ LV H[FHSWLRQDOO\
QHFHVVDU\ KRZHYHU UHVXOWV LQ PRUH
FRPSOLFDWLRQVWRWKHGHIHQFH


9631 9$1(7%DVHG
6HFXUH DQG 3ULYDF\
3UHVHUYLQJ1DYLJDWLRQ


7KH DXWKRU KDV SURSRVHG KDV SURSRVHG
FRPSXWH UHDO WLPH URDG WUDIILF WKURXJK
9631SURWRFRO
7KLV SURWRFRO JLYHV VHFXULW\ IURPPHVVDJH
LQWHJUDWLRQ DQG YDOLGDWLRQ ,GHQWLW\ SULYDF\
SURWHFWLQJ WUDFHDELOLW\ DQG SULYDF\ ,W
XWLOL]HV ELOLQHDU PDSSLQJ WR JXLGH VHFUHW
NH\WRRSHQNH\PDSSLQJDQGXVHV%RQHK±
/\QQ±6KDFKDP %/6 PDUN SODQ WR JLYH
VHFXULW\IURPPHVVDJHIRUJLQJ


,QWHUQRGH 0RELOLW\
&RUUHODWLRQ IRU *URXS
'HWHFWLRQ DQG $QDO\VLV LQ
9$1(7V
%XU\KXE0RELOLW\&RUUHODWLRQIRU*URXS
'HWHFWLRQ DQG ,QYHVWLJDWLRQ LQ9$1(7
KDV SURSRVHG YHUVDWLOLW\ UHODWLRQVKLS
DPRQJWKHPRYLQJYHKLFOH
7R JDXJH UHODWLRQVKLS DPRQJ YHKLFOH LW
HPSOR\V VSDWLDO ORFDOLW\ QRGH >6/6@
SRUWDELOLW\ DQG WHPSRUDO ORFDOLW\ RI QRGH
GHVLJQ >7/6@ $IWHU DVFHUWDLQLQJ ERWK
HVWLPDWLRQVRI6/6DQG7/6DWKLUGVWUDWHJ\
LV SUHVHQWHG ZKLFK LV 'RXEOH 7HUULWRU\
5HIHUHQFH>'/5@


9HKLFXODU6HFXULW\7KURXJK
5HSXWDWLRQ DQG 3ODXVLELOLW\
&KHFNV



9HKLFXODU 6HFXULW\ WKURXJK 5HSXWDWLRQ
DQG 3ODXVLELOLW\ &KHFNV XVHV FOLHQW
V
QRWRULHW\ DQG FUHGLELOLW\ WR SHUIRUP
VHFXULW\LQWKH9$1(7V\VWHP
7KLV V\VWHP JLYHV VHFXULW\ DJDLQVW GDWD
PRGLILFDWLRQ ZURQJ RFFDVLRQ DQG
LQIRUPDWLRQ FROOHFWLRQ DQG LQIRUPDWLRQ
IDOOLQJ ,Q WKLV SURWRFRO GHIHFWLYH KXEV
UHFRJQL]H DQG H[SHO LW IURP WKH V\VWHP
7KLV DOJRULWKP LV FKLHIO\ IRFXVHG RQ GDWD
ZKLFKLVH[FKDQJHGRQWKHV\VWHP,WPLJKW
EHVLQJOHERXQFHRUPXOWLKRSV\VWHP
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

(&33 (IILFLHQW FRQGLWLRQ
SULYDF\ SUHVHUYDWLRQ
SURWRFRO IRU VHFXUH
YHKLFXODUFRPPXQLFDWLRQ



(IIHFWLYH &RQGLWLRQDO 3ULYDF\
3UHVHUYDWLRQ &RQYHQWLRQ ,V D SURSRVHG
IUDPHZRUN WKDW JLYHV WZR VROXWLRQV RQ
DQRQ\PRXV DXWKHQWLFDWLRQ IRU VDIHW\
PHVVDJHV ZLWK WUDFHDELOLW\ RI QRGH WKDW
VWDUWHGWKHPHVVDJH
7KH EXLOGLQJ GHVLJQ LQ WKLV WHFKQLTXH
FRQWDLQV 7UXVWHG $XWKRULW\ >7$@ RU WKH
IXQGDPHQWDO VHUYHU ZKLFK FRQWLQXDOO\
FRUUHVSRQG ZLWK 5RDG 6LGH 8QLW >568@
568 ZKLFK FDQ FRPPXQLFDWH ZLWK RQ
ERDUG 8QLW >2%8@ WR GLUHFW DUHD RI WKH
PHVVDJH 7KH 2%8V DUH FRQWLQXDOO\
FRPPXQLFDWLQJ ZLWK WKH UXQQLQJ YHKLFOHV
DQG WHOHFDVW JHQXLQH PRYHPHQW GDWD WR
WKHPVHOYHV IXUWKHUPRUH RWKHU SHRSOH ZKR
GHPDQGWKHNH\


7DFNLQJ 7RJHWKHU (IILFLHQW
$XWKHQWLFDWLRQ 5HYRFDWLRQ
DQG3ULYDF\LQ9$1(7V



7KH DXWKRUV KDYH SURSRVHG D SURWHFWHG
DUFKLWHFWXUH
7KLV SURWRFRO VHW PRVW H[WUHPHPHVVDJH D
QRGH FDQ VHQG VR LW ZLOO OLPLW PDOLJQDQW
QRGHV WR WHOHFDVW IDOVH PHVVDJH LQWR WKH
V\VWHP ,Q WKH HYHQW WKDW DQ\ QRGH LV
VHQGLQJDJUHDWHUQXPEHURIPHVVDJHVWKDQ
LWVEUHDNLQJSRLQW WKHQWKLVFRQYHQWLRQZLOO
REVWUXFWWKLVKXEIURPPHVVDJHH[FKDQJLQJ


$Q ,QWURGXFWLRQ WR 3DLULQJ
%DVHG&U\SWRJUDSK\



'LYHUVH JURXSV DUH IUDPHG GHYHORSLQJ
WKHLUJHRORJLFDODUHDDQGJURXSVIRUZDUG
PHVVDJHVWRRQHDQRWKHU
,Q WKLV VWUDWHJ\ JURXS OHDGHU LV FKRVHQ
KDSKD]DUGO\ DQG YLD JURXSLQJ OHDGHU
PHVVDJHVDUHSDVVHG ,Q WKLVEDUULQJ WKHRI
JURXS OHDGHU DOO QRGHV DUH VDIH IURP
RXWVLGH DWWDFNV MXVW JURXS OHDGHU
V VHFXULW\
LVLQULVN


5HDO7LPH 3DWK 3ODQQLQJ
%DVHG RQ +\EULG9$1(7
(QKDQFHG7UDQVSRUWDWLRQ



7KLV WHFKQLTXH XVHV K\EULG PHWKRG LV
XVHG WR JLYH FOLHQW FRQWLQXRXV UDLG
PRYHPHQW
,Q WKLV WHFKQLTXH LW XWLOL]HV ERWK 9$1(7
DQG 0$1(7 DGYDQFHPHQWV WR JLYH
FRQVWDQWURDGDFWLYLW\,WSURSRVHGUHDOWLPH
SDWK SODQQLQJ DOJRULWKP WR OHVVHQ QRUPDO
WUDYHOOLQJFRVWE\UHGXFLQJWKHFKDQFHVRID
YHKLFOH JHWWLQJ VWXFN LQ WKH PRYHPHQW ,W
LQFUHDVHVRYHUDOOSHUIRUPDQFHRIWKH9$17
QHWZRUNE\RIIHUUHDOWLPHURDGWUDIILFGDWD
 $Q DGYDQFHG VHFXULW\
VFKHPH EDVHG RQ FOXVWHULQJ
DQG NH\ GLVWULEXWLRQ LQ
YHKLFXODUDGKRFQHWZRUNV

,Q  D SURJUHVVHG 6HFXUH SODQ LV
SUHVHQWHGLQYLHZRI&OXVWHULQJDQG.H\
'LVWULEXWLRQ 6&.' DPRQJ LQGLYLGXDOV
DQGFOXVWHUKHDGVLQ9$1(7
)RU D VDIH HQGWRHQG WUDQVPLWWDQFH WKH
DOJRULWKP VHQGV WKH SUR[\ VLJQDWXUH EOLQG
SUR[\ VLJQDWXUH DQG V\PPHWULF
FU\SWRJUDSK\5HVXOWVGHPRQVWUDWHWKDWWKLV
DOJRULWKP PDLQWDLQV VHFXULW\ SUHUHTXLVLWHV
LQFOXGLQJ YHULILFDWLRQ SULYDF\ GDWD
LQWHJULW\ QRQGLVDYRZDO DQG
XQIRUJHDELOLW\6LQFH WKH H[SHQVH DQG WLPH
SURFHVVLQJ RI NH\ JHQHUDWLRQ DQG
GLVVHPLQDWLRQGLPLQLVKHVE\6&.'ORRNHG
DWZLWKGLIIHUHQWFDOFXODWLRQVWKLVDOJRULWKP
FDQEHXVHGIRU9$1(7V
&RQFOXVLRQ
7KHUHLVQRGRXEWWKDW9HKLFXODUV\VWHPV9$1(7VDUHDGHYHORSLQJUHVHDUFKDUHDZLWKDQH[WHQVLYHQXPEHURIXWLOL]DWLRQ
FDVHV$QWLFLSDWHGDSSOLFDWLRQVLQFRUSRUDWHVDIHW\DSSOLFDWLRQVLQIRWDLQPHQWVHUYLFHVHWF9$1(7VFRQQHFWYHKLFOHLQWRDKXJH
PRELOH DG KRF QHWZRUN VKDUH GDWD RQ D ELJJHU VFDOH 7KH DWWULEXWHV RI9$1(7 SRVWXUH ERWK GLIILFXOWLHV DQG RSSRUWXQLWLHV LQ
DFFRPSOLVKLQJ VHFXULW\ REMHFWLYHV *LYLQJ VHFXULW\ WR 9$1(7 LV HVVHQWLDO LQ WHUPV RI JLYLQJ FOLHQW YDOLGDWLRQ DQRQ\PLW\
KRQHVW\DQGSURWHFWLRQRILQIRUPDWLRQ(YHQDIWHUDQXPEHURIWHFKQLTXHVEHLQJLPSOHPHQWHGWLPHWRWLPHVHFXULW\VWLOOUHPDLQVD
PDMRULVVXH$IWHUJRLQJWKURXJKWKHYDULRXVVHFXULW\WHFKQLTXHVLWFDQEHFRQFOXGHGWKDWµ$QDGYDQFHGVHFXULW\VFKHPHEDVHGRQ
FOXVWHULQJDQGNH\GLVWULEXWLRQLQYHKLFXODUDGKRFQHWZRUNV¶LVWKHEHVWVHFXULW\VFKHPHWKDWKDVEHHQSURSRVHGVRIDU7KHPDLQ
SRLQWV WKDW PDNH LW EHWWHU WKDQ RWKHU SURSRVHG VFKHPHV IRU D VDIH HQGWRHQG WUDQVPLWWDQFH WKH DOJRULWKP VHQGV WKH SUR[\
VLJQDWXUH EOLQG SUR[\ VLJQDWXUH DQG V\PPHWULF FU\SWRJUDSK\ 5HVXOWV GHPRQVWUDWH WKDW WKLV DOJRULWKP PDLQWDLQV VHFXULW\
SUHUHTXLVLWHV LQFOXGLQJ YHULILFDWLRQ SULYDF\ GDWDLQWHJULW\ QRQGLVDYRZDO DQG XQIRUJHDELOLW\ 6LQFH WKH H[SHQVH DQG WLPH
SURFHVVLQJRINH\JHQHUDWLRQDQGGLVVHPLQDWLRQGLPLQLVKHVE\6&.'ORRNHGDWZLWKGLIIHUHQWFDOFXODWLRQVWKLVDOJRULWKPFDQEH
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